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Abstract

Watermark is nothing but the data embedding andrimftion hiding. we can simply say that digital
watermarking is a pattern of bits inserted intoigital image, audio or video file which helps tceiify the
copyright information i.e. author, rights etc. Inother way it is the method of embedding data idigital
multimedia content. This is used to verify the dodidy of the content or to recognize the identiy the digital
content's owner.

In our project work we are going to insert the tiplé watermarks in images. The watermark is embddd
implicitly by determining multiple desired consmts of feasible image. These constraints enstivasthe

watermarked image is visually indistinguishabtenirthe original one.
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Introduction
Digital watermarking is the act of
hiding a message related to a digital signal @are.
image, song, video) within the signal itself. Itas
concept closely related to steganography, in they t
both hide a message inside a digital signal. Howeve
what separates them is their goal. Watermarkires tri
to hide a message related to the actual contethteof
digital signal, while in steganography the digital
signal has no relation to the message, and it iglgne
used as a cover to hide its existence. Watermarking
can be considered as a special technique of
steganography where one message is embedded in
another and the two messages are related to each
other in some way. In digital watermarking a low-
energy signal is imperceptibly embedded in another
signal. The low-energy signal is called watermark
The main signal in which the watermark is embedded
is referred to ascover signalsince it covers the
watermark. An entity callesvatermark key used for
embedding and detecting watermark
signal.Watermark key is private.[2][7]
Characteristics of Digital Watermarking
e Invisibility: an embedded watermark is not
visible.
 Robustness: piracy attack or image
processing should not affect the embedded
watermark.
» Readability: A watermark should convey as
much information as possible. A watermark
should be statistically undetectable.

Moreover, retrieval of the digital watermark
can be used to identify the ownership and
copyright unambiguously.

e Security: A watermark should be secret and
must be undetectable by an unauthorized
user in general. A watermark should only be
accessible by authorized parties. This
requirement is regarded as a security and the
watermark is usually achieved by the use of
cryptographic keys. As information security
techniques, the details of a digital watermark
algorithm must be published to everyone.
The owner of the intellectual property image
is the only one who holds the private secret
keys.

The watermarking is classified in following ways

a) Robust & Fragile Watermarking

b) Visible & Invisible Watermarking

c) Public & Private Watermarking

a)Robust & Fragile watermarking- Robust
watermarking is a watermarking if there is any
modification in original data then there is no cgan

in watermark whereas fragile watermarking means if
there is any change om original data the watermark
will change.

b) Visible & Invisble Watermarking- Visible
Watermarking is visual to human eye whereas
Invisible Watermarking is unvisible to human
eye.[3][5]

c)Public & Private Watermarking- Public
watermark does not require the original data to
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recover the watermark information but private
watermark requires the original data to recover the
watermark information.

Digital watermarking works in 3 parts

1)watermark insertion

2)watermark extraction

3)watermark detection
A Generic watermarking system :

When a user receives an image, he uses the
detector to evaluate the authenticity of the remeiv
image. The detection process may require knowledge
of the marking key, the watermark and the original
image.The detector is usually based on statistical
detection theory whereby a test statistic is gdrdra
and from that test statistic the image is deterrhitoe
be authentic. If it is not authentic then it would
desirable for the detector to determine where the
image has been modified.[10]
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Fig.1Water mark insertion:

A user wants to insert the watermark into the
image at that time he uses a key that may be pablic
private .this key is used for authencity purpoge.th
input for this process is key,input image and
watermark.
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Fig.2 Water mark Extraction:

Extraction is an algorithm which is applied
to the attacked signal to attempt to extract the
watermark from it. If the signal was unmodified
during transmission, then the watermark still is
present and it may be extracted. Inputs to thersehe
are the watermarked data, the secret or public key
and, depending on the method, the original data
and/or the original watermark. The output is the
recovered watermarked W or some kind of
confidence measure indicating how likely it is the
given watermark at the input to be present in thia d
under inspection.

User key

Watermark Extraction

Watermark Extracted Wat:
Fig.3 Flow of Water mark Extraction:

ISSN: 2277-9655
Impact Factor: 1.852

=

Extraction Algorithm

Extracted

Watermarked Watermark

data

0101...

— |

Fig.4 Diagram for Watermark Detection:
The fig. shows that whether the watermark is iresert
or not .To check this we use the key (may be peivat
or public)and watermark image with specific id . on
this basis The detection algorithm detects that
whether it contains watermark or not .if it is deésl

then it gives answer yes otherwise no.
User key
Watermark Image
specific
id(watermark)

.| Detection (yes or no)
Watermark Detection >

Fig.5 Structure of Water mark Embedding process:
In embedding, an algorithm accepts the data
to be embedded, and using watermark it produces a
watermarked signal. Inputs to the scheme are the
watermark, the original data and an optional pubtic
secret key(not mandatory). The outputs are
watermarked data. The key is used to enforce

security.
Watermark

Watermarked
Qriginal Data data
Embedding Alogorithm 616t
Distirbution
Fig.6
Applications of Watermarking
* Security

In the field of data security, watermarks may
be used for certification, authentication, and
conditional access.
Certification

It is an important issue for official

documents, such as identity cards or passports.
Digital watermarking allows to mutually link
information on the documents. That means some
information is written twice on the document, for
instance, the name of a passport owner is normally
printed in clear text and is also hidden as arsibié
watermark in the photo of the owner. If anyone
would intend to duplicate the passport by replacing
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the photo, it would be possible to detect the ckang
by scanning the passport and verifying the name
hidden in the photo does not match any more the
name printed on the passport.

Authentication

The goal of this application is to detect
alterations and modifications in an image. Suppose
we have picture of a car that has been protectéd wi
a watermarking technology. And if, the same picture
is shown but with a small modification, say, the
numbers on the license plate has been changed. Then
after running the watermark detection program @n th
tampered photo, the tampered areas will be indicate
in different color and we can clearly say that the
detected area corresponds to the modifications
applied to the original photo.

Conditional Access

For example conditional access to
confidential data on CD-ROMs may be provided
using digital watermarking technology. The concept
consists of inserting a watermark into the CD label
In order to read and decrypt the data stored on the
CD, the watermark has to be read since it contains
information needed for decryption. If someone cspie
the CD, he will not be able to read the data iracle
text since he does not have the required watermark.

» Copyright Protection

Copyright protection inserts copyright
information into the digital object without the fosf
quality. Whenever the copyright of a digital objésct
in question, this information is extracted to idgnt
the rightful owner. It is also possible to encote t
identity of the original buyer along with the idint
of the copyright holder, which allows tracing ofyan
unauthorized copies.

» Other applications

Digital watermarks can also serve as
invisible labels and content links. For exampleptph
development laboratories may insert a watermark
into the picture to link the print to its negativehis
way is very simple to find the negative for a given
print. All one has to do is scan the print and &ctied
the information about the negative. In order to
distinguish between different copies, different
watermarks are embedded into different copies f th
same document. These marks are also called "digital
fingerprints".

Existing System

The existing digital watermarking methods
are based on single water marking so that they
provides less security to the image. Although some
researchers focused on the viability of existing
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watermarking approaches for the insertion of
multiple signatures, the development of specific
techniques can provide much more effective results.
The general problem of multiple digital
watermarking has been the object of several
investigations since the pioneering contributidnis|
suggested that the insertion of multiple watermarks
can be exploited to convey multiple sets of
information. More recently, a multiple watermark-
embedding procedure was proposed, which allows
simultaneous insertions without requiring the ketss

to be orthogonal to each other. Specific applicetio
such as the already mentioned medical image
management may even require the insertion of two
different types of watermark, namely, a robust one
for authentication purposes, and a fragile oned&ia
integrity control. This paradigm is often refertedas
multipurpose watermarking.[6][7][8]

Proposed System

In our dissertation work, we are introhgca
new concept which allows that tracing and sharihg o
property of image documents to embed multiple
watermarks sequentially into the data.The insertion
and detection of watermark is performed on digital
image.The main part of this work allows us to inser
multiple watermarks by more than one user in
sequential manner which does not require any extra
information besides the public keys. This approach
improves the quality of present available techinque
The main advantage of this approach is, it solhes t
problem affecting other recent approaches where
each user needs to know the secret keys used to
embed all previous watermarks to successfully tnser
his signature.[9]

The dissertation work, based on elementary
linear algebra, is asymmetric, which involves piéva
key to embed the watermark and a public key to
detect the watermark. Its robustness against stdnda
image degradation operations has been extensively
tested and its security under projection attackahss
been proven even though the envisaged applications
refer to a collaborative environment, in which
malicious attacks are not a critical aspect.[1][9]

We are implemented here a watermarking
scheme, which allows to insert and reliably detect
multiple watermarks sequentially embedded into a
digital image, as it is a challenging task in Dagit
Image Processing.[3]

Conclusion

The dissertation work , allows to insert and
reliably detect multiple watermarks sequentially
embedded into a digital image, as it is required by
challenging Digital Right Management applications
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such as confidential data tracing and shared ptpper
handling.

The proposed method is based on
elementary linear algebra which is asymmetric, this
involves a private key for embedding and a public
key for detection. it is robust and more secure to
avoid malicious attacks.
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